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Configure SafeConsole server

+ SafeConsole Configuration

v
Domain settings y, \

Damain narme:
| gestur.local |

Domain controller:
| dornl.gestur.local |

Mon-privileged AD user; Password:
| Belministrator | [#00seees |

This domain has an integrated Exchange server

ér‘l SafeConsole needs a user name and password ko inkeract wikh
the Active Direckory.

If an integrated mail server is used, SafeConsale assumes Ehat
an e-mail address has the form user@domain, server unless
specified in the Active Directory,

DOV

When the configuration starts you will see your domain name in the top field and your primary
domain controller in the net field. If you are installing SafeConsole on a computer that is not part of
the domain you will have to manually enter these fields.
1. Enter the credentials of a domain user, preferably not an adminisrator. This is to access the
Active Directory
2. Check or uncheck the integrated Exchange server box. Leaving it unchecked means that
email addresses will have to be registered from each users SafeStick when password
recovery is activated
3. Click next
If a successful connnection to your AD is made you will see the next screen, otherwise a message
will appear stating that the connection failed.
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s\ SafeConsole Configuration

Access settings

Adrminiskrator group;
safestick_admin

Manager group:
safestick_admin

Suppork group:
safestick_admin

IP address Filker:
[192 |[188 |{22 || |

jr" Membership in these Ackive Directory groups access determing

the level of access for SafeConsole users,

IP filkering alloves wou ko limit access o SafeConsole to a

N

specific range of IP-addresses,

In the access settings, decide what security groups in Active directory that will have access to the
SafeConsole. Administrators will be able to install new certificates and licenses and all other
actions, managers will only be able to change and create settings for the SafeStick drives
functionality. The support group will only be able to generate lost password recovery codes for

SafeStick users.

1. Start typing the first letters in the security group you wish to use for administrators

2. expand the drop down:

Access settings

Adminiskratar group:
Adrniniskrators|

N

2%

Adrministratars
DHCP Administrators
Dnsadmins

Domain Admins
Enterprise Admins
safestick_admin
Schema Admins

Sophos DB Admins
sophosadministrator
{SophasDamainddministrator

Sophos Console Administrators

=TT =r TS,

e . —
the level of access For SafeConsale users,

(98]

choose the preferred group. Repeat for managers and support

4. Enter the preferred Ip adress filter for access to the console user interface. This is primarily
to stop intruders to log in from the outside world when SafeConsole is published externally.
If you do not want to restrict access by Ip addresses, leave the fields blank.
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Server settings Y, \
Lisken on port:
[443 |
[ Generake 55L certificate ] [ Impark 55L certificate l

SafeConsole RL:
|https:,l',l'usdepluy.gestur.Il:ucal,l'safecnnsnle | Ee

jr) The PKCS12 file is copied to the SafeConsale installation
directory, and the password will be stored in plain text.

To enable SafeConsale for individual users, deploy CiProgram
Files\BlockMaster SafeConsole\Resources! SafeConsole, adm in
your Active Directaory,

00O

Choose an SSL certificate to identify the server and encrypt the communication. If you have your
own CA you may issue a SSL certificate from it. The advantage of this is that the SSL certificate
chain will be trusted on all clients. The subject must correspond the the server url.

1. Click import or generate certificate.

2. Choose a password for the PKCS12 file

3. Verify that the server adress is correct.

4. Click next
The SafeConsole is now started and will synchronize with Active Directory automatically. You may
log in to SafeConsole using from a web browser and your Windows user credentials provided you
are a member of one of the above mentioned security groups.
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Deploying to clients

1. collect the two files:
safeconsole.adm in the [SafeConsole installation]\resources\ directory
keystore.p12 from the [SafeConsole installation] directory

2. Open your GPO editor to your domain controller, you may create a new GPO or use an
existing

'ifi Group Policy Object Editor

File  Action Miew Help

&= BHE B @5

_=:_j Default Domain Palicy [doml.gestu @ Administra
EI@ Compuker Canfiguration

D Su:!Ftware Sett.lngs Select an item ko vie

-] Windows Settings
¢ - Administrative Templates
=-¢f2 User Configuration

-] Software Settings

-] Windows Settings

: O O

B3

: Add/Remove Templates. ..

.

Al Tasks b
- Wigw 3
: Exportk List...

' Help

[+ T =vsrem

3. Import the safeconsole.adm file in your User settings — administrative templates
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'iti Group Policy Object Editor

File Action Wew Help
= BE B @

_Efj Default Domain Policy [dom . gestu
El@ Computer Configuration
: [#-[_] Software Settings
[:l Windows Settings
: [:l Administrakive Templates
El@ ser Configuration
[:l Software Settings

Select an item bo wiew its description,

BE Administrative Templates

Sekking

[ IwWindaws Components
[ 1safeCansale Server URL
[_dstart Menu and Taskbar

H D k.t
[:I Windows Settings [Des ap
E-‘a WM Dcl:ll'ltrl:ll Panel

L e AddfRemove Templates. . (Jshared Folders

CAsa ) Taske R (Cnetwork

— E:lS*;.-'sI:em

o | Add{Remove Columns. . .

% EII'::I Expoark Lisk, .. Large Icons

- ;

Small Icons

D Plel Help |_-_t

-1 System £s

& Detail
Customize. ..

4. Right click on the administrative template and choose: 'view' — 'filtering'
5. Uncheck the check box 'only show policy settings that can be fully managed'

Filtering |

)

policies.

Theze optionz allovw vau ta filker the Administrative Templates

[ FEilter by Fequirements information

Select the tems to be dizplayed:

At least Internet Explorer 5.0

At leazt Internet Explorer 5.0, Mat supported on 'Windows ...

At leazt Internet Explorer B.0 in 'Windows 2003 Service Pa...
&t leazt Internet Explorer 6.0 in %Windows 2003 Service Pa...
At least Internet Explorer 5.0 in Windows =P Service Pack...
At least Internet Explorer 7.0

| pvy [N I PO Y

Select A | W e

| gy R B TN e L I

[ Only show configured policy settings

¥ Only show policy zettings that can be fully managed

o]

Cancel

5

=

6. choose 'enable' on the SafeConsole URL, you should see the server URL:port/SafeStick
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%afeConsole URL Properties EH E3 |

Setting | E:-:plainl

@ SafeConzole LRL

i~ Mot Configured

{* Enabled

e rrmreenead

™ Dizabled

Enter SafeConzale URL |https:.-’a’u:usdeplny.gestur.lncala’safestick

Erevious Setting | et Setting |

0k, I Cancel | Apply

7. Go to 'Computer Configuration' - 'Windows settings' — security settings — 'public key
policies' — 'trusted root certification authorities'
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'{iti Group Policy Object Editor

Eile Action jew Help

« = BmE e FRR 2E

_=:j Defaul: Domain Policy [doml.gestur.local] Palicy <
EI@ Computer Configuration
-] Software Settings
EII:l Windows Settings
2] seripts (StartupyShukdown)
= Er Security Setkings
#-Zel Account Policies
Local Policies
Ewent Log
@ Restricted Groups
@ Syskem Services
@ Reqistty
@ File Swskem
"l" Wireless Metwork (IEEE S02,11) Poli
L—‘_II:l Public ey Policies

----- [Z3 Encrypting File System
----- I:l Autornatic Certificate Request
a Trusted Rook Cerkification Authc

------ [_) Enterprise Trust

#--[_] Software Restriction Policies
EEI---@ IP Security Policies on Ackive Direcko
-7 Adrmiristrative Templates
IEI@ User Canfiguration
[#-[271 Software Settings

Issued T

There z

RN

all Tasks ¥
Refresh
Wi k

Arrange Icons
Lime up Icons
Properties

Help

8. Choose import certificate, browse to you keystore.p12 file and enter the password
9. Make sure the GPO is distributed to the clients
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